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T O P S E C R E T S T R A P 1 C O M I N T 

The m a x i m u m c lass i f i ca t ion a l lowed on G C W i k i is T O P S E C R E T S T R A P 1 C O M I N T . C l i ck to report inappropr ia te con ten t . 

For GCWiki h e l p page 

JTRIG tools and techniques 
(Redirected from JTRIG CITD - Covert Internet Technical Development) 

JTRIG Capabilities 

[edi t ] JTRIG tools 

Contents 

1 JTRIG tools 

1.1 Unders tand ing this page 

1.2 Current Priori t ies 

1.2.1 Eng ineer ing 

1.2.2 Col lect ion 

1.2.3 Effects Capabi l i ty 

1.2.4 Work F low Managemen t 

1.2.5 Analys is Too ls 

1.2.6 Da tabases 

1.2.7 Forensic Exploitat ion 

1.2.8 Techn iques 

1.2.9 Shap ing and Honeypots 

W e d o n t update th is page a n y m o r e , it b e c a m e s o m e w h a t of a Ch inese m e n u for ef fects opera t ions . In format ion is now avai lable for JTRIG staff at [ [ 1 ] ^ ] 

[edi t ] Understanding this page 
Too ls and t e c h n i q u e s are developed by var ious t e a m s w i th in J T R I G . W e l ike to let people k n o w w h e n we have s o m e t h i n g t h a t we c a n t h i n k w e c a n use , 

but we also d o n t w a n t to oversel l our capab i l i t y . 

For th is reason , each too l i nd ica tes its cur rent s t a t us . W e m a y put up expe r imen ta l t oo l s or ones t h a t are st i l l in deve lopmen t so y o u k n o w w h a t we are 

wo rk i ng on, and can approach JTRIG w i th any new ideas . B u t expe r imen ta l t oo l s by the i r nature wi l l be unre l iab le , if y o u raise e x p e c t a t i o n s or m a k e 

ex terna l c o m m i t m e n t s before speak ing to us y o u wi l l p robab l y end up look ing s tup id . 

M o s t of our too l s are fu l ly opera t iona l , t e s t e d and rel iable. W e wi l l ind ica te w h e n th is is the c a s e ; however there can be reasons w h y our too l s w o n t w o r k 

for s o m e operat iona l requ i remen ts (eg if it exp lo i t s a provider spec i f i c vu lnerabi l i ty ) . There m a y also be legal res t r i c t ions . 

So p lease c o m e and s p e a k to JTRIG operat iona l staff ear ly in y o u r operat iona l p lann ing p r o c e s s . 

[edi t ] Current Priorities 
Capab i l i t y Deve lopmen t Pr ior i t ies can be fond by fo l lowing the l ink be low 

• CapDev Pr ior i t ies (Discover) 



[ed i t ] Engineering 

T o o l / S y s t e m 

C e r b e r u s 

Sta t is t ics 

C o l l e c t i o n 

J T R I G 

R A D I A N T 

S P L E N D O U R 

A L L I U M A R C H 

A S T R A L 

P R O J E C T I O N 

T W I L I G H T 

A R R O W 

D e s c r i p t i o n 

Co l l ec t s on-go ing usage in fo rmat ion abou t how m a n y use rs u t i l i se 

JTRIG's UIA capab i l i t y , w h a t s i tes are the m o s t f r equen t l y v is i ted e tc . 

Th is is in order to provide JTRIG in f ras tuc tu re a n d ITServ ices 

m a n a g e m e n t in fo rmat ion s t a t i s t i c s . 

is a 'Data D iode ' c o n n e c t i n g the C E R B E R U S n e t w o r k w i t h G C N E T 

JTRIG UIA via the Tor ne two rk . 

R e m o t e G S M secu re cover t in te rne t p r o x y u s i n g T O R h idden sen / i ces . 

R e m o t e G S M secu re cover t in te rne t p r o x y u s i n g V P N serv ices . 

S t a t u s C o n t a c t s 

O P E R A T I O N A L JTRIG So f twa re Deve lopers H3 

O P E R A T I O N A L JTRIG So f twa re Deve lopers H3 

O P E R A T I O N A L J T R I G I nf rast ru c tu re Te a m H3 

O P E R A T I O N A L J T R I G I nf rast ru c tu re Te a m H3 

O P E R A T I O N A L J T R I G I nf rast ru c tu re Te a m H3 

JTRIG's new In f ras t ruc ture . F O R E S T W A R R I O R , FRUIT B O W L , JAZZ 

S P I C E I S L A N D F U S I O N and other JTRIG s y s t e m s wi l l f o rm pa r t of the S P I C E I S L A N D 

in f ras t ruc ture 

P O I S O N 

A R R O W 

F R U I T B O W L 

N U T A L L E R G Y 

B E R R Y 

T W I S T E R 

B E R R Y 

T W I S T E R + 

B R A N D Y S N A P 

W I N D F A R M 

C E R B E R U S 

B O M B A Y R O L L 

J A Z Z F U S I O N 

C O U N T R Y F ILE 

T E C H N O 

V I K I N G 

J A Z Z F U S I O N + 

B U M B L E B E E 

D A N C E 

A I R B A G 

E X P O W 

A X L E G R E A S E 

P O D R A C E 

W A T C H T O W E R 

R E A P E R 

D I A L d 

F O R E S T 
W A R R I O R 

D O G H A N D L E R 

Safe Ma lwa re down load capab i l i t y . 

C E R B E R U S UIA R e p l a c e m e n t and new too l s in f ras t ruc tu re - P r i m a r y 

D o m a i n for Gener i c Use r /Too l s A c c e s s and T O R sp l i t into 3 sub-

s y s t e m s . 

JTRIG Tor w e b b rowser - S a n d b o x IE r e p l a c e m e n t and FRUIT B O W L 

s u b - s y s t e m 

A s u b - s y s t e m of FRUIT B O W L 

A s u b - s y s t e m of FRUIT B O W L 

JTRIG UIA c o n t i n g e n c y at S c a r b o r o u g h . 

R & D offsi te fac i l i t y . 

JTRIG's l e g a c y UIA d e s k t o p , soon to be r e p l a c e d w i th F O R E S T 

W A R R I O R . 

JTRIG's l e g a c y UIA s tanda lone capab i l i t y . 

B O M B A Y ROLL Replacement which will also incorporate new collectors 

- Pr imary Domain for Dedicated Connections split into 3 sub-systems. 

A sub-system of JAZZ F U S I O N 

A s u b - s y s t e m of JAZZ F U S I O N 

A s u b - s y s t e m of JAZZ F U S I O N 

JTRIG Opera t iona l V M / T O R a rch i tec tu re 

JTRIG Lap top capab i l i t y for f ie ld ope ra t i ons . 

G C H Q ' s UIA capab i l i t y provided by JTRIG. 

The cover t bank ing l ink for C P G 

JTRIG 'S M S upda te fa rm 

G C N E T -> C E R B E R U S E x p o r t G a t e w a y In ter face S y s t e m 

C E R B E R U S -> G C N E T Impor t G a t e w a y In ter face S y s t e m 

Ex te rna l In ternet Red ia l and Mon i to r D a e m o n 

D e s k t o p r e p l a c e m e n t for C E R B E R U S 

JTRIG's deve lopmen t n e t w o r k 

D E V 

D E S I G N 

D E S I G N 

P I L O T 

P I L O T 

P I L O T 

JTRIG In f ras t ruc tu re T e a m 113 

JTRIG In f ras t ruc tu re T e a m 113 

JTRIG In f ras t ruc tu re T e a m i 3 

JTRIG In f ras t ruc tu re T e a m i 3 

JTRIG In f ras t ruc tu re T e a m i 3 

JTRIG In f ras t ruc tu re T e a m E 3 m ] 

I M P L E M E N T A T I O N JTRIG 

D E S I G N JTRIG 

O P E R A T I O N A L JTRIG 

O P E R A T I O N A L JTRIG 

I M P L E M E N T A T I O N JTRIG 

O P E R A T I O N A L JTRIG 

D E S I G N JTRIG 

D E S I G N JTRIG 

O P E R A T I O N A L JTRIG 

O P E R A T I O N A L JTRIG 

O P E R A T I O N A L JTRIG 

O P E R A T I O N A L JTRIG 

D E S I G N JTRIG 

O P E R A T I O N A L JTRIG 

O P E R A T I O N A L JTRIG 

O P E R A T I O N A L JTRIG 

In f ras t ruc tu re T e a m H3 

In f ras t ruc tu re T e a m i 3 

In f ras t ruc tu re T e a m i 3 

In f ras t ruc tu re T e a m i 3 

In f ras t ruc tu re T e a m i 3 

In f ras t ruc tu re T e a m H3 

In f ras t ruc tu re T e a m i 3 

In f ras t ruc tu re T e a m i 3 

In f ras t ruc tu re T e a m i 3 

In f ras t ruc tu re T e a m i 3 

In f ras t ruc tu re T e a m i 3 

In f ras t ruc tu re T e a m i 3 

In f ras t ruc tu re T e a m i 3 

So f twa re Deve lopers H3 

So f twa re Deve lopers H3 

So f twa re Deve lopers H3 

D I R T Y D E V I L JTRIG'S research network 

D E S I G N 

D E S I G N 

D E S I G N 

JTRIG In f ras t ruc tu re T e a m H 3 

JTRIG In f ras t ruc tu re T e a m H 3 

JTRIG In f ras t ruc tu re T e a m S 



[edit ] Collection 

Tool Descr ip t ion Contacts Status 

A I R W O L F YouTube profi le, c o m m e n t and video co l lec t ion. Be ta re lease. 

A N C E S T R Y Tool for d iscover ing the creat ion date of yahoo se lec to rs . 
JTRIG Sof tware 

Developers ü 3 

Ful ly 

Operat iona l . 

B E A R T R A P Bu lk retrieval of publ ic B E B O profi les f rom m e m b e r or group ID. 
JTRIG Sof tware 

Developers H3 

Ful ly 

Operat iona l . 

B I R D S O N G A u t o m a t e d post ing of Twi t ter upda tes . 
JTRIG Sof tware 

Developers H3 

D e c o m i s s i o n e d 

Rep laced by 

S Y L V E S T E R . 

B I R D S T R I K E Twit ter mon i to r ing and profile co l lec t ion. C l i ck here for the User Guide. 
JTRIG Sof tware 

Developers H3 

Ful ly 

Operat iona l . 

BUGSY Goog le+ co l lec t ion (c i rc les, profi les etc.) 
Tech Leads |In ear ly 

BUGSY Goog le+ co l lec t ion (c i rc les, profi les etc.) 
¡development . 

[Tech L e a d : J 

D A N C I N G 
obta ins t h e locat ions of W i F i a c c e s s po in ts . 

H E x p e r t Fu l ly 

BEAR 
obta ins t h e locat ions of W i F i a c c e s s po in ts . 

User : J I Operat iona l . 

D E V I L S 

H A N D S H A K E 

D R A G O N ' S 

S N O U T 

ECI Data Techn ique . 

Pa l ta lk group cha t co l lec t ion . 

E X C A L I B U R acqui res a Pa l ta lk UID and/or emai l address f rom a Screen N a m e . 

F A T Y A K 

F U S E W I R E 

G L A S S B A C K 

Publ ic d a t a co l lec t ion f rom L inked ln . 

Provides 24/7 moni tor ing of Vbu l l i ten fo rums for ta rget pos t ings /on l ine act iv i ty. A l s o al lows 

s taggered pos t ings to be made . 

Techn ique of get t ing a ta rgets IP address by pretending to be a s p a m m e r and r inging t h e m . 

Target does not need to answer . 

G O D F A T H E R Publ ic d a t a co l lec t ion f rom Facebook . 

G O O D F E L L A Gener ic f r a m e w o r k for publ ic data co l lec t ion f rom Onl ine Soc ia l Ne two rks . 

(Tech L e a d : ^ _ _ | 

Exper t Fu l ly 

User : Operat iona l . 

Be ta re lease. 

Fu l ly 

JTRIG Sof tware operat ional 

Developers I O (against current 

Pa l ta lk version) 

[Tech Lead: 

In deve lopment 

JTRIG Sof tware 

Developers Is3 

JTRIG Sof tware Ful ly 

Developers I O operat ional . 

[Tech Lead: _ „ 
Fu l ly 

operat ional . 

[Tech Lead: 

is a port s cann ing tool des igned to scan an entire coun t ry or c i ty . It uses G E O F U S I O N to 

ident i fy IP loca t ions . Banners and con ten t are pul led b a c k on certa in por ts . Con ten t is put into NAC H A C I E N D A 

the E A R T H L I N G da tabase , and all other scanned data is sen t to G N E and is avai lable th rough T a s k e r s S 

G L O B A L S U R G E and F lex imar t . 

JTRIG Sof tware 

Developers H3 

JTRIG Sof tware 

Developers H3 

H A C I E N D A 

ICE is an advanced IP harvest ing techn ique . 

I N S P E C T O R Tool for mon i to r ing domain informat ion and site avai labi l i ty 

L A N D I N G 

PARTY 
Tool for aud i t ing d i ssemina t ion of V IK ING P I L L A G E data. 

JTRIG Sof tware 

Developers H3 

In Deve lopment 

(Suppor ts 

RenRen and 

Xing). 

Fu l ly 

operat ional . 

Fu l ly 

Operat iona l . 

Fu l ly 

Operat iona l . 



Fully 

opera t iona l , bu t 
M I N I A T U R E Ac t i ve s k y p e capab i l i t y . Prov is ion of real t i m e cal l records ( S k y p e O u t and S k y p e t o S k y p e ) and JTRIG Sof tware n o t e u s a g e 

H E R O bid i rec t iona l i ns tan t m e s s a g i n g . A l s o c o n t a c t l i s t s . Developers O res t r i c t i ons . 

M O U T H Tool for co l lec t ion for down load ing a user 's f i les f rom Arch ive .o rg . 

M U S T A N G provides covert a c c e s s to the loca t ions of G S M cel l t o w e r s . 

P H O T O N 

T O R P E D O 
A techn ique to act ive ly grab the IP address of an M S N m e s s e n g e r user . 

JTRIG Sof tware Fu l l y 

Developers H3 Opera t iona l . 

(Tech L e a d : J ^ | 

¡Exper t Fu l l y 

Us ^ ^ ^ ^ ^ ^ ^ Opera t iona l . 

Opera t iona l , bu t 

usage 

res t r i c t ions . 

R E S E R V O I R F a c e b o o k app l i ca t ion a l lowing co l lec t ion of va r ious in fo rmat ion . 

S E B A C I U M 

S I L V E R 

S P E C T E R 

S O D A W A T E R 

S P R I N G 

B I S H O P 

A n ICTR developed s y s t e m to ident i fy P 2 P f i le shar ing act iv i ty of in te l l igence va lue. Logs are 

a c c e s s i b l e via DIRTY RAT. 

A l l o w s ba tch N m a p scann ing over T O R 

A too l for regular ly down load ing gmai l m e s s a g e s and forward ing t h e m onto C E R B E R U S 

m a i l b o x e s 

F ind private pho tog raphs of t a rge ts on F a c e b o o k . 

Fu l l y 

JTRIG Sof tware opera t iona l , bu t 

Developers I O note opera t iona l 

res t r i c t ions . 

[Tech L e a d : H 

In Deve lopmen t 

B E x p e r t 

User : 

JTRIG Sof tware 

Developers E3 

JTRIG Sof tware Fu l l y 

Developers E3 Opera t iona l . 

T e c h Lead: 

S Y L V E S T E R F r a m e w o r k for a u t o m a t e d in terac t ion / a l ias m a n a g e m e n t on onl ine soc ia l n e t w o r k s . 

T A N N E R 
A t e c h n i c a l p r o g r a m m e a l lowing opera tors to log on to a JTRIG w e b s i t e to grab IP a d d r e s s e s of 

Internet Cafe 's . 

T e c h Lead : 

JTRIG o s o n a 

In Deve lopmen t . 

Rep laced by 

H A V O K . 

T R A C E R A n Off ice D o c u m e n t t h a t grabs the ta rge ts M a c h i n e info, f i les, logs , etc and pos ts it b a c k to 

FIRE G C H Q . 

In Deve lopmen t . 

• R A C E R 

FIRE JTRIG H3 

V I E W E R 

T O P HAT 

A p r o g r a m m e t h a t (hopeful ly) provides advance t ip off of the k idnappers IP address for H M G 

personne l . 

[Tech Lead : 

E x p e r t 

V I K I N G D is t r ibu ted ne twork for the au toma t i c co l l ec t i on of e n c r y p t e d / c o m p r e s s e d da ta f rom r e m o t e l y 

P I L L A G E hos ted JTRIG p ro jec ts . 

A vers ion of the M U S T A N G and D A N C I N G B E A R t e c h n i q u e s t h a t a l lows us to pul l b a c k Cel l 

Tower and W i F i l oca t ions ta rge ted aga ins t par t i cu la r a reas . 

'Opera t iona l , but 

awai t ing f ield 

t r ia l . 

P I L L A G E JTRIG 

Sof tware Opera t iona l 

Developers H3 

[Tech Lead: 

l ln deve lopment . 



[edi t ] Effects Capability 

JTRIG develop the ma jo r i t y of e f fects capab i l i t y in G C H Q . A lot of th i s capab i l i t y is deve loped on d e m a n d for spec i f i c opera t ions and t h e n fur ther 

deve loped to provide w e a p o n i s e d capab i l i t y . 

D o n t t rea t th i s l ike a ca ta l ogue . If y o u d o n t see it here, it d o e s n t m e a n w e c a n t bui ld it. If y o u involve the JTRIG opera t iona l t e a m s at t h e s ta r t of y o u r 

opera t ion , y o u have more of a c h a n c e t h a t w e wi l l bui ld s o m e t h i n g for y o u . 

For each of our t oo l s w e have ind ica ted the s ta te of the too l . W e on ly advert ise t oo l s here t h a t are e i ther ready to fire or ve ry c lose to b e i n g ready 

(operat iona l r equ i remen ts w o u l d re-pr ior i t ise our deve lopment ) . O n c e aga in , involve the JTRIG opera t iona l t e a m s ear ly . 

T o o l 

A N G R Y 

P I R A T E 

A R S O N S A M 

B U M P E R C A R + 

B O M B B A Y 

D e s c r i p t i o n 

is a too l t h a t wi l l p e r m a n e n t l y d isab le a ta rge t 's a c c o u n t on the i r c o m p u t e r . 

S t a t u s 

R e a d y to fire (but 

see ta rge t 

res t r i c t ions ) . 

C o n t a c t s 

[Tech L e a d : 

R e a d y to fire (Not 

is a too l to t e s t the ef fect of cer ta in t y p e s of P D U S M S m e s s a g e s on phones / ne two rk . It aga ins t live 

a lso i nc ludes P D U S M S D u m b F u z z t e s t i n g [§>. t a r g e t s , t h i s is a 

R & D Tool ) . 

is an a u t o m a t e d s y s t e m deve loped by JTRIG CITD to suppo r t JTRIG B U M P E R C A R 

opera t i ons . B U M P E R C A R opera t ions are used to d is rup t and d e n y In te rne t -based terror 

v ideos or o ther mate r ia l . The t e c h n i q u e e m p l o y s the serv ices provided by up load providers 

to repor t offensive ma te r i a l s . 

R e a d y to f i re. 

[Tech L e a d : 

E x p e r t U s e r : ] 

JTRIG So f twa re 

Deve lopers H3 

is the capab i l i t y to i nc rease w e b s i t e h i t s / r a n k i n g s . 

B A D G E R m a s s del ivery of ema i l m e s s a g i n g to suppo r t an In format ion Opera t i ons c a m p a i g n 

B U R L E S Q U E is the capab i l i t y to send spoo fed S M S t e x t m e s s a g e s . 

C A N N O N B A L L is the capab i l i t y to send repea ted t e x t m e s s a g e s to a s ing le ta rge t . 

In Deve lopmen t . 

R e a d y to f ire. 

R e a d y to f ire. 

R e a d y to f ire. 

JTRIG O S O 113 

JTRIG O S O 113 

JTRIG O S O H 3 

[Tech L e a d : 

C L E A N 

S W E E P 

C L U M S Y 

B E E K E E P E R 

C H I N E S E 

F I R E C R A C K E R 

C O N C R E T E 

D O N K E Y 

DEER 

S T A L K E R 

M a s q u e r a d e F a c e b o o k W a l l P o s t s for indiv iduals or ent i re coun t r i es 

S o m e w o r k in p rog ress to invest igate IRC e f fec ts . 

Overt brute login a t t e m p t s aga ins t onl ine f o r u m s 

is the capab i l i t y to sca t t e r an audio m e s s a g e to a large n u m b e r of t e l e p h o n e s , or 

repea ted l y b o m b a t a rge t n u m b e r w i th the s a m e m e s s a g e . 

R e a d y to fire 

(SIGINT s o u r c e s E x p e r t U s e r : 

required) 

N O T R E A D Y T O 

F IRE . 

R e a d y to f ire. 

In deve lopmen t . 

T e c h L e a d 

A b i l i t y to a id -geo loca t ion of S a t P h o n e s / G S M P h o n e s via a s i len t ca l l ing to the phone . R e a d y to f i re. 

User 

F I R E C R A C K E R H3 

[Tech L e a d : 

E x p e r t User: ! 

G A T E W A Y 

G A M B I T 

G E S T A T O R 

A b i l i t y to ar t i f ic ia l ly i nc rease traff ic to a w e b s i t e 

Dep loyab le p o c k e t - s i z e d p r o x y server 

amp l i f i ca t ion of a given m e s s a g e , no rma l l y v ideo, on popu lar m u l t i m e d i a w e b s i t e s 

(You tube) . 

G L I T T E R B A L L Onl ine G a m i n g Capab i l i t i es for Sens i t i ve Ope ra t i ons . Cur ren t l y S e c o n d L i fe. 

For c o n n e c t i n g two ta rge t phone t oge the r in a ca l l . 
I M P E R I A L 

B A R G E 

P I T B U L L 

P O I S O N E D 

D A G G E R 

Capab i l i t y , under deve lopmen t , enab l ing large sca le del ivery of a ta i lo red m e s s a g e to 

users of Ins tan t M e s s a g i n g serv ices . 

E f fec ts aga ins t G iga t r ibe . Bu i l t by ICTR, dep loyed by JTRIG. 

R e a d y to f ire. 

In -deve lopment 

In deve lopmen t . 

T e s t e d . 

In deve lopmen t . 

JTRIG O S O H 3 

JTRIG O S O H 3 

[Tech L e a d : ? ; 

E x p e r t U s e r : 

[Tech L e a d : 

| E x p e r t 

User : 

T e c h L e a d : 



T e c h Le; 
P R E D A T O R S 

F A C E 

R O L L I N G 

T H U N D E R 

S C A R L E T 

E M P E R O R 

S C R A P H E A P 

C H A L L E N G E 

Ta rge ted Den ia l Of Serv ice a g a i n s t W e b Servers . 

D is t r i bu ted denia l of serv ice us ing P 2 P . Bu i l t b y ICTR, d e p l o y e d b y J T R I G . 

Ta rge ted denia l of serv ice a g a i n s t t a rge t s p h o n e s via ca l l b o m b i n g . 

Pe r fec t spoo f ing of ema i l s f rom B l a c k b e r r y t a r g e t s . 

S E R P E N T S 

T O N G U E 

S I L E N T 

M O V I E 

for fax m e s s a g e b r o a d c a s t i n g to mu l t ip le n u m b e r s . 

Ta rge ted denia l of serv ice a g a i n s t S S H se rv i ces . 

S I L V E R B L A D E Repor t i ng of e x t r e m i s t mate r ia l on D A I L Y M O T I O N . 

S I L V E R F O X L is t provided to i ndus t r y of live e x t r e m i s t mate r ia l f i les h o s t e d on F F U s . 

D is rup t ion of v i deo -based w e b s i t e s hos t i ng e x t r e m i s t c o n t e n t t h r o u g h c o n c e r t e d t a rge t 

„ , ^ JTRIG So f tware 
R e a d y to fire. 

Deve lopers E3 

R e a d y to fire, bu t 

see cons t ra i n t s . 

[Tech Lead : 

In r e d e v e l o p m e n t . | ^ m E x p e r t 

Use r : 

R e a d y to fire. 

R e a d y to fire. 

R e a d y to fire. 

S I L V E R L O R D 

S K Y S C R A P E R 

d i scove ry and c o n t e n t remova l . 

P r o d u c t i o n and d i s s e m i n a t i o n of m u l t i m e d i a v ia the w e b in the cou rse of i n fo rma t i on 

R e a d y to fire. 

(Tech Lead : 

l E x p e r t Use r : 

ope ra t i ons . 

S L I P S T R E A M A b i l i t y to inf late page v iews on w e b s i t e s 

S T E A L T H is a too l t h a t wi l l D i s rup t ta rge t ' s W i n d o w s m a c h i n e . Logs of h o w long and w h e n the ef fect 

M O O S E is ac t ive . 

S U N B L O C K A b i l i t y to d e n y f unc t i ona l i t y to send / rece ive ema i l or v i e w ma te r i a l on l ine . 

S w a m p 

d o n k e y 

is a too l t h a t wi l l s i l en t l y loca te all p redef ined t y p e s of fi le and e n c r y p t t h e m on a t a rge t s 

m a c h i n e . 

T O R N A D O is a del ivery m e t h o d ( E x c e l S p r e a d s h e e t ) t h a t can s i l en t l y e x t r a c t and run an e x e c u t a b l e 

A L L E Y on a ta rge t ' s m a c h i n e . 

U N D E R P A S S C h a n g e o u t c o m e of onl ine pol ls (p rev ious ly k n o w n as N U B I L O ) 

[Tech Lead : S e c t i o n 

R e a d y to fire. X; E x p e r t U s e r s : 

L a n g u a g e T e a m ] 

R e a d y to fire. JTRIG O S O I O 

R e a d y to fire (but [Tech Lead : 

see t a rge t | | 

res t r i c t i ons ) . E x p e r t Use r : ] 

T e s t e d , b u i [ T e c h Lead . Sec l i o r i 

opera t iona l X: E x p e r t U s e r ! 

l im i t a t i ons . 

_ . . - - . [Tech Lead : 
R e a d y to fire (but 

see t a rge t 

res t r i c t i ons ) . 

R e a d y to fire (but 

see t a rge t 

res t r i c t i ons ) . 

[Tech Lead : S e c t i o n 

In deve lopment . X; E x p e r t Use r : 

V I P E R S 

T O N G U E 

R e a d y to fire (but 

is a too l t h a t wi l l s i l en t l y Den ia l of Serv ice ca l l s on a Sate l l i te P h o n e or a G S M P h o n e . see t a rge t 

W A R P A T H M a s s del ivery of S M S m e s s a g e s to suppo r t an In format ion Ope ra t i ons c a m p a i g n 

res t r i c t i ons ) . 

R e a d y to fire. 

edi t ] Work Flow Management 

T o o l 

H O M E P O R T A L 

D e s c r i p t i o n 

A cent ra l hub for all JTRIG Cerbe rus t oo l s 

C o n t a c t s 

JTRIG So f tware 

Deve lopers H3 

CYBER C O M M A N D A cen t ra l i sed su i te of t o o l s , s t a t i s t i c s and v iewers for t r a c k i n g cu r ren t ope ra t i ons a c r o s s the Cyber JTRIG So f tware 

C O N S O L E c o m m u n i t y . Deve lopers I O 

JTRIG So f tware 

N A M E J A C K E R A W e b s e r v i c e a n d a d m i n c o n s o | e f ° r t h e t r ans la t i on of u s e r n a m e s b e t w e e n n e t w o r k s . For use w i th Deve lopers H3 

g a t e w a y s and o ther s u c h t e c h n o l o g i e s . 



[edi t ] Analysis Tools 

T o o l 

B A B Y L O N 

C R Y O S T A T 

E L A T E 

P R I M A T E 

J E D I 

J I L E S 

M I D D L E M A N 

O U T W A R D 

T A N G L E F O O T 

Descr ip t ion 

is a too l t h a t bu lk quer ies w e b mai l a d d r e s s e s and verif ies whe the r t h e y can be s igned up for. A green t i c k 

ind ica tes t h a t the add ress is cu r ren t l y in u s e . Ver i f i ca t ion can cur ren t l y be done for H o t m a i l and Y a h o o , 

is a JTRIG too l t h a t runs aga ins t da ta held in N E W P I N . It t hen d i sp lays th is da ta in a char t to s h o w l i nks 

be tween ta rge t s . 

is a su i te of t oo l s for mon i to r ing ta rge t use of the U K auc t ion s i te e B a y ( w w w . e b a y . c o . u k ) . These too ls are 

hos ted on an Internet server, and resu l ts are retreived by enc ryp ted emai l . 

is a JTRIG too l t h a t a ims to provides the capab i l i t y to ident i fy t rends in se i zed c o m p u t e r m e d i a da ta and 

m e t a d a t a . 

JTRIG wi l l sho r t l y be rol l ing out a JEDI pod t o every d e s k of every m e m b e r of an In te l l igence P roduc t i on 

T e a m . The cha l lenge is to sca le up to over 1 ,200 users wh i l s t rema in ing agi le, ef f icent and respons ive to 

c u s t o m e r needs . 

is a JTRIG b e s p o k e w e b b rowser . 

is a d is t r ibu ted rea l - t ime event aggrega t ion , t ip-of f and t a s k i n g p la t form ut i l ised by JTRIG as a m idd leware 

layer . 

is a co l lec t ion of D N S lookup , W H O I S L o o k u p and other ne two rk t oo l s . 

is a bu lk sea rch too l w h i c h quer ies a se t of on l ine resou rces . Th is a l lows ana l ys t s to q u i c k l y c h e c k the 

onl ine p resence of a ta rge t . 

a too l t h a t p r o c e s s e s k i s m e t da ta into geo loca t i on in format ion 

Contac ts 

JTRIG Sof tware 

Developers E3 

JTRIG Sof tware 

Developers H3 

JTRIG Sof tware 

Developers Is3 

JTRIG Sof tware 

Developers I O 

[Tech L e a d : H ^ ^ | 

E x p e r t User : 

[Tech Lead: 

^ ^ H E x p e r t User : ] 

JTRIG Sof tware 

Developers E3 

JTRIG Sof tware 

Developers H3 

JTRIG Sof tware 

Developers I O 

is a da ta index and repos i to ry t h a t provides ana l ys t s w i th the ab i l i ty to query da ta co l l ec ted f rom the 

S L A M M E R Internet f rom var ious JTRIG s o u r c e s , s u c h a s E A R T H L I N G , H A C I E N D A , w e b pages saved by ana l ys t s 

e tc . 

JTRIG Sof tware 

Developers H3 

[edi t ] Databases 

T o o l Descr ip t ion 

B Y S T A N D E R is a ca tegor i sa t ion da tabase a c c e s s e d v ia w e b sen/ ice . 

C O N D U I T 

N E W P I N 

is a da tabase of C2C ident i f iers for In te l l igence C o m m u n i t y a s s e t s ac t ing on l ine , 

e i ther under al ias or in real n a m e . 

is a da tabase of C2C ident i f iers ob ta ined f rom a var ie ty of un ique s o u r c e s , and a 

su i te of t oo l s for exp lor ing th is data . 

Q U I N C Y is an enterpr ise level su i te of t oo l s for the exp lo i ta t i on of se i zed m e d i a . 

Contac ts 

JTRIG Sof tware Developers 

JTRIG Sof tware Developers S 

JTRIG Sof tware Developers 113 

[Tech L e a d E x p e r t U s e r s : 

[edi t ] Forensic Exploitation 

T o o l 

B E A R S C R A P E 

S F L 

S n o o p y 

Descr ip t ion Contac ts 

can ex t rac t W i F i connec t i on h i s to ry ( M A C a n d t im ing) w h e n supp l ied w i th a c o p y of the [Tech Lead 

reg is t ry s t ruc tu re or run on the box . Use r : ] 

[Tech Lead 

The S ig in t Fo rens i cs Labora to ry w a s deve loped w i th in N S A . It has been adap ted by JTRIG 

as its emai l ex t rac t ion and f i r s t -pass a n a l y s i s of se i zed m e d i a so lu t ion . 

is a too l to ex t rac t mob i le phone da ta f rom a c o p y of the phone 's m e m o r y (usua l l y supp l ied 

as an image file ex t rac ted th rough FTK . 

is a too l to ex t rac t da ta f rom f ield fo rens ics ' repor ts c rea ted by Ce l l dek , Ce l lebr i te , X R Y , 

M o b i l e H o o v e r S n o o p y and U S I M detect ive . These repor ts are t r a n s p o s e d into a Newp in XML fo rma t to 

up load to Newp in . 

is a too l developed by N T A C to sea rch d i sk i m a g e s for s igns of poss ib le E n c r y p t i o n 

p roduc ts . C M A have fur ther developed th is t o o l to look for s igns of S t e g a n o g r a p h y . 
N e v i s 

http://www.ebay.co.uk


[ed i t ] Techniques 

T o o l D e s c r i p t i o n 

C H A N G E L I N G A b i l i t y t o spoo f a n y e m a i l a d d r e s s and send e m a i l u n d e r t h a t i d e n t i t y 

H A V O K R e a l - t i m e w e b s i t e c l o n i n g t e c h n i q u e a l low ing on - the - f l y a l t e r a t i o n s 

M I R A G E 

S H A D O W C A T E n d - t o E n d e n c r y p t e d a c c e s s to a V P S ever S S H u s i n g t h e T O R n e t w o r k 

S P A C E 

R O C K E T 

R A N A 

L U M P 

G U R K H A S 

S W O R D 

is a p r o g r a m m e cover ing i n s e r t i o n of m e d i a in to t a r g e t n e t w o r k s . C R I N K L E C U T is a t o o l d e v e l o p e d b y ICTR-

C I S A to e n a b l e J T R I G t r a c k i m a g e s as part of S P A C E R O C K E T . 

is a s y s t e m d e v e l o p e d b y I C T R - C I S A prov id ing C A P T C H A - s o l v i n g v ia a w e b se rv i ce on C E R B E R U S . T h i s i s 

i n t e n d e d for u s e b y B U M P E R C A R + and p o s s i b l y in fu tu re b y S H O R T F A L L bu t a n y o n e is w e l c o m e to u s e i t . 

A s y s t e m t h a t f i nds t h e avatar n a m e f rom a S e c o n d L i f e A g e n t I D 

B e a c o n e d M i c r o s o f t Of f i ce D o c u m e n t s to e l i c i te a t a r g e t s IP a d d r e s s . 

C o n t a c t s 

J T R I G O S O H 3 

J T R I G O S O H 3 

J T R I G O S O H 3 

J T R I G O S O H 3 

T e c h L e a d : | ^ ^ | 

B E x p e r t 

U s e r : 

T e c h L e a d : 

x p e r t Us* 

J T R I G S o f t w a r e 

D e v e l o p e r s I O 

J T R I G S o f t w a r e 

D e v e l o p e r s I O 

[ed i t ] Shaping and Honeypots 

T o o l D e s c r i p t i o n 

D E A D P O O L U R L s h o r t e n i n g se rv i ce 

H U S K S e c u r e o n e - t o - o n e w e b b a s e d dead-d rop m e s s a g i n g p l a t f o rm 

L O N G S H O T F i l e - u p l o a d and s h a r i n g w e b s i t e 

M O L T E N - M A G M A C G I H T T P P r o x y w i t h ab i l i t y t o log all t ra f f ic and pe r fo rm H T T P S M a n in t h e M i d d l e . 

N I G H T C R A W L E R P u b l i c on l ine g roup a g a i n s t d o d g y w e b s i t e s 

P I S T R I X I m a g e h o s t i n g and s h a r i n g w e b s i t e 

C o n t a c t s 

J T R I G O S O a 

J T R I G O S O I O 

J T R I G O S O O 

J T R I G S o f t w a r e D e v e l o p e r s O 

J T R I G O S O O 

J T R I G O S O O 

W U R L I T Z E R D i s t r i b u t e a f i le to m u l t i p l e f i le hos t i ng w e b s i t e s . 

J T R I G L o g o . p n g 

C a t e g o r y : J T R I G 
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