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INVESTIGATIONS

COVID-19 Digital Rights Tracker
This live tracker documents new measures introduced in response to COVID-19 that
pose a risk to digital rights around the world.

Samuel Woodhams
20 Mar 2020 14:30 GMT

UPDATED 09 April 16:30 GMT to include the latest digital tracking, physical

surveillance and censorship measures.

Key Findings

In response to the outbreak of COVID-19:

New digital tracking measures have been introduced in 23 countries

Advanced physical surveillance technologies are in use in 9 countries

COVID-19-related censorship has been imposed by 12 governments

Internet shutdowns continue in 4 countries despite the outbreak
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Introduction

Since the outbreak of COVID-19, governments around the world have implemented a

range of digital tracking, physical surveillance and censorship measures in a bid to slow

the spread of the virus.

Some of these may well be proportionate, necessary and legitimate during these

unprecedented times. However, others have been rushed through legislative bodies and

implemented without adequate scrutiny.

Over the coming weeks and months, this tracker will document new initiatives being

deployed that could threaten digital rights to help stem overreach, promote scrutiny, and

ensure that intrusive measures don’t continue for any longer than absolutely necessary.

To submit information regarding developments occurring around the
world, please add details to this public Google Sheet.

The Google Sheet will be closely monitored and any initiatives that we have missed will be

added to the report.

09/04/20 Update

In the first week of April, countries around the world have continued to implement digital

tracking, physical surveillance and censorship measures in a bid to help stem the spread

of the virus.

From electronic bracelets to track citizens in West Virginia, to the use of surveillance

drones in New York, the US has significantly ramped up its response in recent weeks.

In the past two weeks, we have documented 4 new initiatives that may
pose a threat to citizens’ digital privacy and civil liberties in the US.

Contact tracing apps continue to spread around the world and are likely to become even

more pervasive once lockdown measures begin to be lifted.

https://docs.google.com/spreadsheets/d/1enCBRLVCo2Dp2B0AB3tEYvLc279i5LUuoGCzoelz8aQ/edit#gid=0
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There are currently contact tracing apps available in India, the US, Russia, Iceland and

Singapore, among others. Many other health authorities, including in the UK, are in the

process of developing their own apps.

However, the efficacy of these apps remains contested. According to the ACLU, for

example: “None of the data sources […] are accurate enough to identify close contact with

sufficient reliability.”

We have also seen an increase in the number of international initiatives, particularly in the

EU.

Governments across Asia have implemented COVID-19-related censorship more than

any other region, while European countries have introduced the most digital tracking

measures.

Region Digital Tracking Censorship Surveillance

Europe 10 0 3

Asia 9 7 3

MENA 2 3 1

SSA 1 2 0

N. America 2 0 3

S. America 3 0 0

Australasia 0 0 1

Regional breakdown of measures implemented in response to COVID-19

See previous updates

https://www.aclu.org/aclu-white-paper-limits-location-tracking-epidemic
https://www.reuters.com/article/us-health-coronavirus-telecoms-eu/vodafone-deutsche-telekom-6-other-telcos-to-help-eu-track-virus-idUSKBN21C36G
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Country-by-Country Breakdown

Digital Tracking

As governments around the world implement measures to help slow the spread of the

virus, many have turned to digital tracking initiatives to help monitor their populations.

Measures have included the use of aggregated mobile location data to track citizens

during lockdowns, apps designed to help identify the location of those with the virus, and

the deployment of advanced mobile monitoring technologies.

Below is a reverse chronological list of confirmed digital tracking measures being adopted

around the world.

India – 05/04/20

On April 5, India Today reported the introduction of a new contact tracing app created by

the Karnataka government.

According to the article, “the app aims to track the movement history of persons tested

positive, before their detection in order to take precautions and to contain the

coronavirus outbreak.”

According to an article published the following day in Citizen Matters, “the governments

of Kerala, Karnataka, Punjab and Tamil Nadu, the Ministry of Electronics and Information

Technology (MeitY) and the National Informatics Centre (NIC) have released various

mobile apps.”

Rohini Lakshane writes that “while desperate times understandably call for desperate

measures, many of these mobile phone-based interventions raise concerns about the

privacy of users and that of persons directly affected by the novel coronavirus, overboard

surveillance, and eventually, “function creep”.

USA – 04/04/20

https://www.indiatoday.in/information/story/how-to-download-corona-watch-app-follow-steps-1663596-2020-04-05
https://citizenmatters.in/tracking-quarantine-tracing-cases-sharing-info-can-these-govt-issued-apps-help-fight-covid-19-17151
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On April 4, CNN reported that two tech startups had tracked citizens visiting the beach in

Fort Lauderdale, Florida, by monitoring mobile phone location data.

One of the companies involved then posted a heat map on Twitter to show their findings.

Despite claiming to only use anonymised data, it has been repeatedly been shown that

even large anonymised data sets are at risk of re-identification.

Iceland – 02/04/20

Authorities in Iceland released a contact tracing app on April 2.

According to an article in the Iceland Review, the app “collects data about other phones in

the area, making it easier to trace whom an individual was in contact with if they are later

diagnosed with coronavirus.”

At time of publication, the app was only available on the App Store.

Argentina – 30/03/20

At the end of March, the big data firm Grandata released a heat map showing the

movement of citizens around Argentina to monitor compliance with new lockdown

measures.

Privacy International have written: “this is the perfect example of the data exploitation

industry and data brokers, using data that users probably where not aware they were

sharing with third parties like Grandata”

USA – 28/03/20

According to a report by the Wall Street Journal on March 28: “Government officials

across the U.S. are using location data from millions of cellphones in a bid to better

understand the movements of Americans during the coronavirus pandemic.”

“The data — which is stripped of identifying information like the name of a phone’s owner

— could help officials learn how coronavirus is spreading around the country and help

blunt its advance,” the story continues.

https://edition.cnn.com/2020/04/04/tech/location-tracking-florida-coronavirus/index.html
https://twitter.com/TectonixGEO/status/1242628347034767361
https://www.icelandreview.com/sci-tech/icelanders-can-download-app-to-help-with-coronavirus-contact-tracing/
https://privacyinternational.org/examples/3601/argentina-grandata-creates-heat-map-display-quarantine-compliance-argentina
https://www.wsj.com/articles/government-tracking-how-people-move-around-in-coronavirus-pandemic-11585393202
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It is thought the data has been acquired from the mobile advertising industry, instead of

mobile operators.

Brazil – 27/03/20

According to a report from ZDNet on March 27: “the mayor of Recife said the city is

tracking at least 700.000 smartphones to identify where the lockdown rules are being

followed”

The report continues: “Governments across Brazil are looking to roll out a system

developed that uses geolocation tracking to support actions around the lockdowns

intended to slow the spread of COVID-19.”

The system is developed by InLoco, a Brazilian startup, and geotracks users “through a

location map that doesn’t use GPS or beacons, which InLoco claims to be 30 times more

accurate than GPS.”

Switzerland 26/03/20

According to a report by Reuters, “Switzerland has asked state-controlled Swisscom for

day-old mobile phone data to help judge whether measures to restrict people’s

movements and slow the coronavirus’s spread were working.”

Daniel Koch, head of infectious diseases at the federal health agency, said it “it had

nothing to do with […] surveillance” as they were only acquiring data from the previous

day.

South Africa – 24/03/20

On Wednesday 24 March, South Africa’s communications minister Stella Ndabeni-

Abrahams told reporters: “It is important to look at the individuals that are affected [by

the virus] in order to be able to help the department of health to say that we know, in a

particular area we have so many people that have been infected.”

“The [telecommunications] industry collectively has agreed to provide data analytics

services in order to help government achieve this,” she continued.

https://www.zdnet.com/article/brazil-introduces-surveillance-tech-to-slow-the-spread-of-coronavirus/
https://www.reuters.com/article/us-health-coronavirus-swiss-data/swiss-government-asked-swisscom-for-data-on-peoples-movements-says-was-not-surveillance-idUSKBN21D22Q


16/04/2020 COVID-19 Digital Rights Tracker

https://www.top10vpn.com/news/surveillance/covid-19-digital-rights-tracker/ 7/27

According to a report by Business Insider, “She did not provide further details, and

regulations that will govern South Africa’s national lockdown, and methods of curbing the

spread of the virus, have not yet been published.”

Bulgaria – 24/03/20

According to a tweet from Dr. Vesselin Bontchev, from March 24 Bulgarian authorities will

have the power to trace mobile phone traffic metadata and internet contacts without a

court order.

According to his tweet, “The idea is to trace those in quarantine but this limitation is not

spelled out in the law.”

Pakistan – 24/03/20

On March 24, Ramsha Jahangir reported that several residents across the country had

received a text message alerting them that they may have come into contact with

someone with the virus.

According to the article in Dawn, the message reads: “It has been observed that you may

have come in contact with a confirmed coronavirus case in the last 14 days. You are,

therefore, requested to take necessary precautionary measures by self-quarantine.”

It is thought the measure has been implemented via cell site location information (CSLI)

and call detail record (CDR) data acquisition methods.

“Using CDR analysis, details such as locations visited by a confirmed Covid-19 patient as

well as cell phone numbers of others who were in the same vicinity at the time can be

obtained from the patient’s phone data,” the article continues.

Russia – 23/03/20

On March 23, the Russian government released an announcement ordering the Ministry

of Communications to develop a new contact tracing system to help monitor citizens

thought to have come into contact with those that have the virus.

According to Meduza, “the system [will] analyze specific individuals’ geolocation data

from telecommunications companies.”

https://www.businessinsider.co.za/south-africa-will-be-tracking-cellphones-to-fight-covid-19-2020-3?fbclid=IwAR2SuMq5K3QiaX5UPs0XQg0pAXDWLh4j8INxDqxr3ftj1l_1lfdbPNLTMOs
https://twitter.com/VessOnSecurity/status/1242503942409519106?s=20
https://www.dawn.com/news/1543301/govt-starts-cell-phone-tracking-to-alert-people-at-virus-risk
http://government.ru/orders/selection/401/39243/
https://meduza.io/en/news/2020/03/23/russian-officials-will-track-coronavirus-patients-geolocation-data-to-design-a-national-warning-system
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Singapore – 20/03/20

On March 20, a new app called TraceTogether was released by authorities in Singapore to

help trace the spread of COVID-19.

The app, which already has 650,000 users according to the app’s website, was developed

by the Government Technology Agency and the Ministry of Health.

According to the Straits Times, the app can “identify people who have been in close

proximity […] to coronavirus patients using wireless Bluetooth technology.”

According to a video released by TraceTogether, “No geolocation data or other personal

data is collected.”

India – 20/03/20

On Friday, 20 March, Reuters reported that: “People suspected of having the coronavirus

in India have received hand stamps and are being tracked using their mobile phones and

personal data.”

The indelible hand stamps, which have been applied to citizens arriving at airports in

Maharashtra and southern Karnataka, include the date that the person may be released

from self isolation.

“In southern Kerala state, authorities have used telephone call records, CCTV footage,

and mobile phone GPS systems to track down primary and secondary contacts of

coronavirus patients,” the Reuters story continues.

Poland – 19/03/20

On March 19, Poland’s Ministry of Digital Affairs launched a new app for quarantined

citizens.

The app prompts its users to send a geo-located selfie at random times throughout the

day, so that authorities can ensure that they are abiding by the quarantine measures.

Failure to comply with the orders to remain inside could result in a fine of PLN 5,000.

https://www.tracetogether.gov.sg/
https://www.straitstimes.com/singapore/coronavirus-singapore-develops-smartphone-app-for-efficient-contact-tracing
https://www.reuters.com/article/us-health-coronavirus-privacy/privacy-fears-as-india-hand-stamps-suspected-coronavirus-cases-idUSKBN21716U
https://www.gov.pl/web/cyfryzacja/aplikacja-kwarantanna-domowa--ruszyl-proces-jej-udostepniania
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According to Privacy International: “The system checks both the person (using facial

recognition) and the location, essentially replicating what would otherwise be a visit from

a police officer.”

United Kingdom – 19/03/20

On Thursday March 19, Sky News reported that the British government was working with

major mobile network, 02, to analyse its users’ location data.

According to the article, “the project will not be able to track individuals and is not to

designed to do so.”

A report published the same day by The Guardian revealed that EE, the country’s largest

mobile operating company, was also in advanced discussions with the government about

how best to share their users’ location data.

As the article made clear, “privacy campaigners worry that handing over such personally

identifying information in large quantities crosses a line that may be hard to step back

from when things return to normality.”

Hong Kong – 19/03/20

All international arrivals to Hong Kong currently have to stay at home for 14 days to help

slow the spread of the virus. To track the new arrivals, authorities are now providing them

with wristbands that log a user’s location and share it with relevant authorities.

Anyone violating the quarantine orders could face up to six months in prison and a fine of

up to HK$25,000, according to Quartz.

Italy – 18/03/20

Vodafone launched a five-point plan to help respond Oto the outbreak of COVID-19 on

March 18.

According to the press release, the company was “already producing an aggregated and

anonymous heat map for the Lombardy region in Italy to help the authorities to better

understand population movements in order to help thwart the spread of COVID-19.”

https://www.privacyinternational.org/examples/3473/poland-app-helps-police-monitor-home-quarantine
https://news.sky.com/story/coronavirus-government-using-mobile-location-data-to-tackle-outbreak-11960050
https://www.theguardian.com/world/2020/mar/19/plan-phone-location-data-assist-uk-coronavirus-effort
https://qz.com/1822215/hong-kong-uses-tracking-wristbands-for-coronavirus-quarantine/
https://www.vodafone.com/news-and-media/vodafone-group-releases/news/vodafone-launches-five-point-plan-to-help-counter-the-impacts-of-the-covid-19-outbreak
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Israel – 17/03/20

On Tuesday, 17 March, Israel’s government approved new surveillance measures that will

allow the regime to track citizens by monitoring their mobile phones.

Benjamin Netanyahu had outlined his plans the previous weekend.

The technology, which was originally developed to assist in counter-terrorism operations,

is thought to be able to track the physical location of all mobiles in the country, as well as

monitor calls and messages.

According to digital rights group, 7amleh, it is also capable of accessing citizens cameras

and headsets.

Israel [is] committing mass violations of digital rights, especially the right to
privacy, under the pretext of managing the health crisis caused by the
Coronavirus. 7amleh

Ecuador – 17/03/20

According to a report by Ecuador TV, on March 17 Government Minister María Paula

Romo announced that the government would begin to use satellite tracking to ensure

citizens did not breach the “epidemiological fence.”

Privacy International later reported that the measure “authorised tracking mobile phones

via GPS satellite to ensure that citizens do not break mandatory quarantine after six

violators were identified.”

Germany – 17/03/19

Deutsche Telekom, the German mobile operator, announced on March 17 that it was

passing anonymised location data of its users to the Robert-Koch Institute, a research

institute and government agency responsible for disease control and prevention.

The move came after the government altered its GDPR-enabling legislation to allow the

processing of personal data during an epidemic.

Austria – 17/03/20

https://7amleh.org/2020/03/15/netanyahu-imposes-dangerous-big-brother-surveillance-under-the-pretext-of-a-security-response-to-the-coronavirus/
https://www.ecuadortv.ec/noticias/covid-19/romo-vigilancia-epidemiologico-covid19-?
https://www.privacyinternational.org/examples/3476/ecuador-tracks-mobile-phones-enforce-quarantine
https://www.welt.de/politik/deutschland/article206624141/Coronavirus-Telekom-teilt-Bewegungsstroeme-von-Handynutzern-mit-RKI.html
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In Austria, reports emerged on March 17 claiming that Austrian mobile operators had

begun sharing anonymised mobile location data with the government.

Like the initiatives in Germany and the UK, the measure is intended to be used to track

whether or not citizens’ were restricting travel and following government advice.

South Korea – 16/03/02

On March 16, it was reported that Korean telecommunication companies and credit card

companies were sharing data to the government to assist tracking the movement of its

citizens.

It followed reports from earlier in the month that the government had launched an app to

monitor citizens on lockdown to help contain the outbreak.

In a story byThe Guardian texts messages sent by health authorities and local district

offices were also reportedly exposing “an avalanche of personal information and are

fuelling social stigma.”

Italy – 14/03/20

Like Germany, the UK and Austria, Italian mobile operators have also been shown to be

sharing aggregated location data with health ministries.

In a bid to control the virus in a country that has now registered more Coronavirus-related

deaths than China, the location data is thought to have to helped local authorities monitor

citizens’ responses to its lockdown measures.

According to a report by The Guardian, over 40,000 Italians have been found to be

violating the lockdown measures.

Belgium – 12/03/20

On March 11, the Belgian government confirmed that it would allow local mobile operators

to share anonymised data with a third party to help track the spread of the virus.

The following week, a group of technology entrepreneurs argued in favour of creating

app to track and regulate individuals’ movement based on their health status.

https://www.krone.at/2118142
http://it.chosun.com/site/data/html_dir/2020/03/14/2020031400735.html
https://www.privacyinternational.org/examples/3449/south-korea-app-monitors-and-enforces-patient-lockdown
https://www.theguardian.com/world/2020/mar/06/more-scary-than-coronavirus-south-koreas-health-alerts-expose-private-lives
http://it.chosun.com/site/data/html_dir/2020/03/14/2020031400735.html
https://www.theguardian.com/world/2020/mar/18/italy-charges-more-than-40000-people-violating-lockdown-coronavirus
https://plus.lesoir.be/286535/article/2020-03-12/coronavirus-le-cabinet-de-block-dit-oui-lutilisation-des-donnees-telecoms
https://www.apache.be/gastbijdragen/2020/03/18/hoe-het-coronavirus-ook-onze-privacy-bedreigt/
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Iran – 03/03/20

On Tuesday, March 3, Iranian citizens received a notification about a new app supposedly

from the Ministry of Health.

The app, called AC19, was created by the same developer that has made clones of

Telegram in the past.

The app is thought to have collected citizens’ live location that it may have shared with

the regime to track users’ movement.

“Of course, the app couldn’t tell citizens if they had coronavirus. But what
it could do is hoover up huge amounts of data on citizens, including names,
addresses, dates of birth, and even track people’s location in real time.”
VICE

The following week, the app was removed from Google’s Play Store.

Singapore – 01/03/20

At the end of February, Singapore’s Ministry of Health made information about victims of

the virus available to the public. Following this, a developer turned the information into an

interactive map so that citizens’ could track the location of those infected.

The map quickly went viral, raising fears that it could lead to discrimination,

stigmatisation and gross digital privacy violations.

“We must demand more from authorities as the role of big data and
technology in humanitarian response matures.” Access Now

Taiwan – 18/02/20

According to ABC News, Taiwan’s government granted all medical facilities access to

patients’ travel histories by combining data from the National Health Insurance

Administration and Immigration Agency on February 18.

https://www.vice.com/en_us/article/epgkmz/iran-launched-an-app-that-claimed-to-diagnose-coronavirus-instead-it-collected-location-data-on-millions-of-people
https://www.accessnow.org/protect-digital-rights-promote-public-health-towards-a-better-coronavirus-response/
https://abcnews.go.com/Health/taiwan-sets-world-fight-coronavirus/story?id=69552462
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The report also suggests that those required to self-quarantine were “monitored through

their cellphones.”

The cabinet spokeswoman told The Guardian that the government “are not using

advanced surveillance technology. It’s simply tracking based on their phone’s sim cards

and their nearby base stations.”

The country’s response to the virus has been lauded by many, although concerns

regarding the high degree of surveillance remain in some quarters.

Netanyahu referenced Taiwan’s use of accessing mobile phone data in his address to the

nation that outlined Israel’s more draconian approach.

Physical Surveillance

In an attempt to slow the spread of COVID-19, governments around the world are also

adopting increasingly extensive physical surveillance measures.

These include the deployment of facial recognition cameras equipped with heat sensors,

surveillance drones used to monitor citizens’ movements, and extensive CCTV networks

in a bid to help enforce curfews.

Bahrain – 08/04/20

According to an article in Mobi Health Matters, “The Kingdom of Bahrain is keeping track

of its active cases of COVID-19 via electronic bracelets.”

The bracelets are connected to a contact tracing app via Bluetooth and are used to

ensure infected citizens remain quarantined.

According to the article, “violators will face legal penalties, potentially being sentenced to

imprisonment for a period of not less than three months.”

India – 06/04/20

Live Mint reported on April 6 that “police forces are increasingly turning to drones or

unmanned aerial vehicles (UAVs) to surveil populations and prevent the buildup of

https://www.theguardian.com/world/2020/mar/13/how-taiwan-is-containing-coronavirus-despite-diplomatic-isolation-by-china#img-1
https://www.wired.com/story/taiwan-is-beating-the-coronavirus-can-the-us-do-the-same/
https://www.mobihealthnews.com/news/europe/bahrain-launches-electronic-bracelets-keep-track-active-covid-19-cases
https://www.livemint.com/news/india/drones-come-in-handy-for-police-in-enforcing-lockdown-11586196187231.html
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crowds during the three-week lockdown.”

The article continues, “In the national capital, police now rely on drones as a key

surveillance instrument to keep tabs on people’s movement during the lockdown.”

USA – 06/04/20

According to the Associated Press, authorities in West Virginia approved the use of ankle

monitors to track citizens that test positive for COVID-19 but refuse to quarantine on 6

March.

Australia – 30/03/20

On March 30, Australia’s 9 News reported that the West Australian police force are to

begin using drones to help enforce the lockdown measures.

According to the article: “Drones fitted with flashing police lights and sirens will be used

to patrol beaches, parks and other areas, and will be able to deliver warnings to people

disrespecting social distancing rules.”

USA – 27/03/20

According to a tweet from Spectrum News NY1 on March 27, the NYPD have been using

aerial footage to help enforce public gathering restrictions.

From the video, it appears helicopters, rather than drones, are being used.

United Kingdom 26/03/20

On March 26, Derbyshire Police uploaded a video to Twitter that showed the use of

drones to monitor visitors to the Peak District, a national park in the UK.

The police force are also likely to have used Automatic Number Plate Recognition (ANPR)

technologies to track the visitors. According to a following tweet: “Some number plates

were coming back to keepers in #Sheffield, so we know that people are travelling to visit

these areas.”

https://apnews.com/6b082395194d53b10629bb9bb3d037a2
https://www.9news.com.au/national/coronavirus-outbreak-wa-police-to-use-drones-to-enforce-restrictions/30387b30-f34d-40bd-84af-479cd10ff9fe
https://twitter.com/NY1/status/1243502731408670720
https://twitter.com/DerbysPolice/status/1243168931503882241
https://twitter.com/DerbysPolice/status/1243168937719840768?s=20
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In a later tweet, the police force said: “We understand that people will have differing views

about this post, however, we will not be apologetic for using any legal and appropriate

methods to keep people safe.”

Belgium – 21/03/20

A tweet by Raphael-Antonis Stylianou, the EU Commission’s Online Communications

Officer, appeared to show the use surveillance drones in Brussels on March 21.

The video shows a drone emitting a warning through its speakers, urging citizens to

respect social distancing measures.

Raphael-Antonis Stylianou
@Stylianou_EU

In today's episode of #BlackMirror, the Belgian Police 
@zpz_polbru flying a #drone in Parc du Cinquantenaire in 
#Brussels. The drone emits warnings through speakers, asking 
citizens to respect social distancing measures. 
So, this just happened 

1,205 5:45 PM - Mar 21, 2020 · Jubelpark / Parc du
Cinquantenaire

https://twitter.com/DerbysPolice/status/1243215047775727618?s=20
https://twitter.com/Stylianou_EU/status/1241405641266249728?s=20
https://twitter.com/Stylianou_EU
https://twitter.com/Stylianou_EU
https://twitter.com/Stylianou_EU/status/1241405641266249728
https://twitter.com/hashtag/BlackMirror?src=hash
https://twitter.com/zpz_polbru
https://twitter.com/hashtag/drone?src=hash
https://twitter.com/hashtag/Brussels?src=hash
https://twitter.com/intent/like?tweet_id=1241405641266249728
https://twitter.com/Stylianou_EU/status/1241405641266249728
https://twitter.com/search?q=place%3A07d9e3a266085000
https://support.twitter.com/articles/20175256
https://twitter.com/Stylianou_EU/status/1241405641266249728
https://twitter.com/Stylianou_EU/status/1241405641266249728
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Spain- 14/03/20

On March 14, Madrid’s Police Force tweeted: “We will not hesitate to use all the means

that we have to ensure your security.”

The tweet included videos of new surveillance drones that the police force are being used

to enforce the ongoing lockdown.

The drones are equipped with speakers and have been filmed urging citizens to stay at

home.

As Charlie Wood has written for Business Insider: “Spain’s tactics bear some resemblance

to reported surveillance tactics used by China.”

Russia – 21/02/20

On Friday, 21 February, Reuters reported that Moscow’s mayor had announced the use of

facial recognition to help ensure people remained at home.

According to the article, the mayor wrote on his website: “Compliance with the regime is

constantly monitored, including with the help of facial recognition systems and other

technical measures.”

According to one report, over 200 people have been found to be disobeying the self-

quarantine orders by the city’s ‘Safe City’ surveillance system.

China – 20/01/20

Since the outbreak of the virus, the Chinese regime has used a host of surveillance

measures to try and stem the spread of the disease.

This has included the use of drones, facial recognition cameras and mobile phone

monitoring.

Two of the country’s largest state-owned telecommunication operators, China Unicom

and China Telecom, asked citizens in Wuhan to provide the personal information in order

to link them to their devices and allow more effective monitoring.

762 people are talking about this

https://twitter.com/BBCWorld/status/1239267152546467843?s=20
https://www.businessinsider.com/spanish-police-using-drones-to-ask-people-stay-at-home-2020-3?r=US&IR=T
https://www.reuters.com/article/us-china-health-moscow-technology/moscow-deploys-facial-recognition-technology-for-coronavirus-quarantine-idUSKBN20F1RZ
https://tass.ru/obschestvo/8012841
https://www.cnbc.com/2020/02/25/coronavirus-china-to-boost-mass-surveillance-machine-experts-say.html
https://twitter.com/Stylianou_EU/status/1241405641266249728
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It is hardly surprising that China, the country with the most sophisticated surveillance

infrastructure in the world, would deploy these measures in response to the outbreak.

However, many are concerned these new measures will become the new normal and

remain in place after the virus subsides.

As Wang Aizhong, an activist based in Guangzhou, told The Guardian:

“This epidemic undoubtedly provides more reason for the government to
surveil the public. I don’t think authorities will rule out keeping this up after
the outbreak.”

Censorship

Since the outbreak of COVID-19 there has been a rapid acceleration in the spread of mis-

and disinformation.

According to a recent document seen by Reuters, for example, Russian media outlets

have been involved in a “significant disinformation campaign” in an attempt to worsen the

impact of the virus and create confusion in the West.

To control this, governments and social media platforms have sought to stringently

regulate online content and promote official facts and figures from international health

organisations.

However, several governments have also co-opted the rise of mis/disinformation to

justifying censorship practices which seek to silence critics and control the flow of

information.

Turkmenistan 31/03/20

According to a report by Reporters Without Borders, authorities in Turkmenistan banned

the use of the word ‘coronavirus’ in public at the end of March.

Jeanne Cavelier, the head of RSF’s Eastern Europe and Central Asia desk, said: “This

denial of information not only endangers the Turkmen citizens most at risk but also

https://www.theguardian.com/world/2020/mar/09/the-new-normal-chinas-excessive-coronavirus-public-monitoring-could-be-here-to-stay
https://www.reuters.com/article/us-health-coronavirus-disinformation-idUSKBN21518F
https://rsf.org/en/news/coronavirus-limits-turkmenistan
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reinforces the authoritarianism imposed by President Gurbanguly Berdymukhammedov.”

Iran – 25/03/20

On March 25, Voice of America reported: “As coronavirus spreads in Iran, authorities have

moved swiftly and aggressively to contain independent reporting about it by harassing,

detaining and censoring journalists and social media users.”

According to the article, “Tehran has questioned or detained journalists who contradicted

or questioned official reports, warned that those publishing statistics other than

government figures would be arrested, and issued censorship orders to news outlets.”

Thailand – 25/03/20

Human Rights Watch reported on March 25 that Thai officials had been “using “anti-fake

news” laws to prosecute people critical of the government’s response to the COVID-19

pandemic.”

According to the press release, Prime Minister Prayut introduced a list of new prohibitions

on March 25, which included: “Reporting or spreading of information regarding COVID-19

which is untrue and may cause public fear, as well as deliberate distortion of information

which causes misunderstanding and hence affects peace and order, or good moral of

people.”

Russia – 25/03/20

On March 25, the Committee to Protect Journalists released a statement calling on

Russian authorities to stop censoring media outlets reporting on the virus.

According to group’s statement: “Russia’s media regulator, Roskomnadzor, had ordered

articles to be removed from their websites and social media and threatened them with

fines.”

Cambodia – 24/03/20

Since the beginning of January, Human Rights Watch have documented 17 social media

users that have been arrested for sharing information about COVID-19 in Cambodia.

https://www.voanews.com/extremism-watch/iran-uses-arrests-censorship-silence-critical-covid-19-coverage
https://www.hrw.org/news/2020/03/25/thailand-covid-19-clampdown-free-speech
https://www.rferl.org/a/cpj-calls-on-russia-to-stop-censoring-news-outlets-reporting-on-covid-19/30507738.html
https://www.hrw.org/news/2020/03/24/cambodia-covid-19-clampdown-free-speech
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According to the human rights watchdog, this included a 14-year-old girl who was

arrested and questioned because she “expressed fears on social media about rumors of

positive COVID-19 cases at her school and in her province.”

Niger – 24/03/20

According to a report by the Committee to Protect Journalists on March 24, authorities in

Niger had arrested a prominent journalist due to his coverage of the virus.

Angela Quintal, the CPJ’s Africa programme coordinator, said: “Kaka Touda Mamane Goni

and all other journalists in Niger should be free to cover the ongoing COVID-19 outbreak

without fearing that they will be thrown in jail. Niger authorities should release Kaka

Touda immediately, ensure he is given proper medical care, and drop their case against

him.”

Uganda – 23/03/20

According to digital rights advocacy organisation, Unwanted Witness, a social media user

was was arrested in Uganda on March 23 for posting content related to COVID-19.

According to the group’s report: “After registering a COVID- 19 case in Uganda, the

country’s telecommunications regulator, Uganda Communications Commission (UCC) has

tightened social media censorship.”

Hong Kong – 19/03/20

On March 19, Radio Television Hong Kong, the public broadcasting service of Hong Kong,

reported that: “Two prominent University of Hong Kong microbiologists […] retracted a

column they co-wrote sharply criticising the continuing practice on the mainland of

consuming wild game.”

Kenneth Roth, the Executive Director of Human Rights Watch, tweeted in response:

“Beijing’s censorship extends to Hong Kong, as scientists retract an article that had

criticized the Chinese government’s refusal after the 2003 SARS outbreak to close game

meat markets in which SARS and now COVID-19 are believed to have jumped to humans.”

Egypt – 18/03/20

https://cpj.org/2020/03/journalist-kaka-touda-mamane-goni-arrested-in-nige.php
https://www.unwantedwitness.org/news-brief-ucc-tightens-social-media-censorship-as-uganda-registers-first-case-of-covid19/
https://twitter.com/KenRoth/status/1240671686258802692?s=20
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On March 18, Al Jazeera reported that “Egypt has revoked the press credentials of a

British journalist with the UK’s Guardian newspaper, and censured the New York Times

Cairo bureau chief over ‘bad faith’ reporting on the country’s coronavirus cases.”

The move followed a story by Ruth Michaelson in the Guardian that suggested that the

number of coronavirus cases in the country were likely higher than official reporting had

suggested.

Kenya – 16/03/20

According to a story by the Daily Nation, an independent Kenyan newspaper, “Detectives

[…] arrested a man for allegedly publishing misleading and alarming information about the

Covid-19 (novel coronavirus) outbreak” on March 16.

It was reported that the individual is to be charged under Section 23 of Kenya’s Computer

Misuse and Cybercrimes Act of 2018.

The act has been criticised by a variety of civil society organisations, including Article 19,

which said the act “lacks critical amendments […] needed to protect the right to freedom

of expression and information online in Kenya.”

Singapore – 16/03/20

On March 16, the Washington Post reported that Facebook had been ordered to block

local access to a popular Facebook page by Singapore’s government.

The page, States Times Review, was swiftly removed by the social media giant as

deciding not to comply would mean the company could face a fine of over $14,000 a day.

Authorities claimed that the page was disseminating false information regarding the

coronavirus outbreak.

The page was operated by Alex Tan, a prominent Singaporean dissident who is renowned

for his outspoken and critical articles.

Facebook said that it was “deeply concerned” about the government’s decision to block

access to the page.

https://www.theguardian.com/world/2020/mar/15/egypt-rate-coronavirus-cases-higher-than-figures-suggest
https://www.nation.co.ke/1148-1148-hfsx23z/index.html
https://www.article19.org/resources/kenya-passage-of-flawed-computer-and-cybercrimes-act-threatens-free-expression/
https://www.washingtonpost.com/world/asia_pacific/exploiting-fake-news-laws-singapore-targets-tech-firms-over-coronavirus-falsehoods/2020/03/16/a49d6aa0-5f8f-11ea-ac50-18701e14e06d_story.html
https://uk.reuters.com/article/uk-singapore-facebook/facebook-says-deeply-concerned-about-singapores-order-to-block-page-idUKKBN20D0AN
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Iran – 02/03/20

Iranian authorities blocked access to the Farsi language edition of Wikipedia on Monday, 2

March 2020.

According to Netblocks, the restrictions lasted for 24 hours amid “international criticism

as well as misinformation over the state’s handling of the coronavirus epidemic.”

This is not the first time Iranian authorities have looked to restrict citizens’ ability to

access the online encyclopedia.

China – 31/12/19

According to a recent report by Citizen Lab, live-streaming platform, YY, began censoring

words related to the outbreak on December 31,2019.

WeChat also quickly began censoring COVID-19 related content and expanded its efforts

in February.

According to Citizen Lab: “Many of the censorship rules are broad and effectively block

messages that include names for the virus or sources for information about it. Such rules

may restrict vital communication related to disease information and prevention.”

It is a view shared by the international human rights advocacy organisation, Human

Rights Watch.

According to their latest report: “China’s government initially withheld basic information

about the coronavirus from the public, underreported cases of infection, downplayed the

severity of the infection, and dismissed the likelihood of transmission between humans.”

Internet Shutdowns

Access Now have written: “As the world deals with the spread of COVID-19

(“coronavirus”), reliable, correct information is one of the most important tools people

have to protect themselves.”

Despite the urgent need for the free flow of critical health information, however, four

governments continue to restrict internet access in their county.

https://www.washingtonpost.com/world/asia_pacific/exploiting-fake-news-laws-singapore-targets-tech-firms-over-coronavirus-falsehoods/2020/03/16/a49d6aa0-5f8f-11ea-ac50-18701e14e06d_story.html
https://citizenlab.ca/2020/03/censored-contagion-how-information-on-the-coronavirus-is-managed-on-chinese-social-media/
https://www.hrw.org/news/2020/03/19/human-rights-dimensions-covid-19-response
https://www.accessnow.org/keepiton-internet-shutdowns-during-covid-19-will-help-spread-the-virus/
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The impact of these restrictions could be hugely damaging, and undoubtedly puts

vulnerable communities further at risk.

Ethiopia

Since January, the Ethiopian government — which has a long history of internet

shutdowns — has restricted access in the Oromia region.

The restrictions were implemented amid violent conflict between armed groups and the

government.

Since the country has confirmed several cases of COVID-19, the government has been

spreading vital health information online.

As Access Now made clear, “Publishing information online and via the media makes

sense, but the government is also denying access to this valuable information to the

population affected by internet shutdowns, and as a result, that population may further

escalate the spread of the virus.

On March 31, the Ethiopian government vowed to end the internet shutdown in the region

and on April 02, Telecom Paper reported that “Internet and voice services have been

restored in several areas of the Oromo region in Ethiopia.”

However, it remains unclear whether or not it has been restored across the entire region.

India

In the Jammu and Kashmir regions of India, citizens are only able to access 2G

connections. Restrictions began in August 2019 and, although connections have been

restored, the slow speeds of 2G dramatically limits the flow of critical health information.

It also limits citizens’ ability to communicate with their families during a period of

volatility and extreme apprehension.

Bangladesh

The Bangladeshi government has shutdown mobile internet connections and prevented

refugees from using SIM cards in its Rohingya refugee camps since 2019.

https://www.telecompaper.com/news/ethiopias-oromo-region-gets-web-and-phone-services-back-after-3-month-blackout--1333152
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According to Human Rights Watch, these restrictions “disrupt critical humanitarian and

emergency services

By restricting internet access in refugee camps, the Bangladeshi authorities are putting

an already vulnerable group at greater risk.

Myanmar

The internet has been blocked in nine townships of Rakhine and Chin states since 2019

amid the violent armed conflict that continues today.

In a press release from last year, the United Nations wrote: “Uninterrupted availability of

the internet is indispensable and mobile internet services are a key enabler of the

humanitarian and development work of the United Nations in Myanmar.”

By continuing internet restrictions in the country, many of the most vulnerable will be

unable to access critical information regarding the virus.

The internet shutdown in Myanmar is one of the longest in the world.

Guinea – 21/03/20 – 23/03/20

Social media restrictions were implemented for 36 hours in Guinea as the country went to

the polls to vote in a referendum that opposition groups fear could allow the president,

Alpha Condé, to govern for an additional 12 years.

According to Netblocks, “Twitter, Facebook and Instagram were blocked while WhatApp

servers were partially restricted. The restrictions continued through election day, 22

March, limiting global visibility into events as they took place.”

Previous Updates

31/03/20 Update

In March, we documented 21 new digital tracking measures implemented around the

world in response to COVID-19.

https://www.hrw.org/news/2019/09/13/bangladesh-internet-blackout-rohingya-refugees
https://netblocks.org/reports/guinea-blocks-social-media-on-eve-of-elections-ryb3rn87
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These varied from targeted contact tracing apps, to the large-scale acquisition of

aggregated and anonymised location data.

We also documented 11 new reports of COVID-19-related censorship and 6 new physical

surveillance initiatives in March alone.

As the virus continues to spread around the world, so too do sophisticated
surveillance measures and restrictive censorship practices.

26/03/20 Update

Since Thursday 19 March, we have documented 14 new measures implemented in

response to the spread of the virus.

This includes nine new digital tracking measures, four reports of censorship, and one new

physical surveillance initiative.

In the past week we have witnessed a 90% growth in the number of
countries implementing digital tracking measures and a 100% increase in
reports of censorship.

From new contact tracing efforts in Russia, to increased social media censorship in

Uganda, governments around the world are increasingly looking to technology in an

attempt to control the pandemic.

There have also been multiple reports of plans to begin digital tracking measures in

Canada and the US, although they are yet to be implemented.

There have also been several significant reports of international plans to track mobile

phone users.

According to a recent story by Stephanie Kirchgaessner in the Guardian, for example:

“The mobile phone industry has explored the creation of a global data-sharing system

that could track individuals around the world, as part of an effort to curb the spread of

Covid-19.”

https://www.thestar.com/politics/federal/2020/03/24/governments-arent-tracking-your-cellphone-in-the-battle-against-covid-19-but-they-might.html
https://www.dailymail.co.uk/sciencetech/article-8125355/US-government-talks-Facebook-Google-track-coronavirus.html
https://www.theguardian.com/world/2020/mar/25/mobile-phone-industry-explores-worldwide-tracking-of-users-coronavirus?CMP=share_btn_tw
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To date, European countries have implemented the most digital tracking measures, while

countries in Asia have been accused of censoring digital content the most.

Supporting Documents & Additional Resources

For more updates on proposed and confirmed developments from around the world,

follow Privacy International’s live tracker, Tracking the Global Response to COVID-19, and

this document created by Dr. Andrew Dwyer.

About Top10PVN

Top10VPN.com is an internet research firm and leading VPN review website. We

recommend the best VPN services to help protect consumers’ privacy online. We also aim

to educate the general public about digital privacy and cybersecurity risks through our

free online resources and research.

For more original security and privacy research, check out our The Global Cost of Internet

Shutdowns in 2019, Free VPN App Investigation, or Free VPN Risk Index (Android).
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